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What We'll Cover ...

* The First Two Rules of Internet Security
* Understanding Threat Vectors
* The Domino Security Model
* Server Level Security
* Configuring SSL
* Field Level Encryption
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The First Two Rules of Internet Security ‘

If You Don’t Want it Accessed
Keep It Off The Net

If It Is Not Encrypted

It Is Public
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UNDERSTANDING THREAT VECTORS

AdminCamp 2013

Notes & Domino - Das Tool der Zukunft, seit 25 Jahren




Unskilled External Threats

- Extremely Common
* General Spam
* Malware via Email & Browser
* Script Kiddies

- Easiest to Manage through application of best-practices
* Anti-Virus / Anti-Spam
* Operating System Updates

* Software Patches
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Skilled External Threats

- Least Common
* Domino Aware & Site Aware
* Focused Goals
* Reasonably Manageable
* Never Totally Safe
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Unskilled Internal Threats

- May come from skilled administrators making mistakes

- Accidents & Unintended Consequences

- Users Bypassing the Rules & Processes

- Often results in data loss or exposure of private information
- Avoided by good security and administrative practices

- Managed through Backup & Restore, Disaster Recovery
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Skilled Internal Threats

* The Most Dangerous Kind
- Network & Domino Administrators
* Common Goals of Skilled Internal Threats
- Unauthorized Access to Management Email or HR Information
- Employee Harassment or Stalking
- Retribution — often related to promotion, termination, or redundancy
- Theft of Information — often related to leaving the company
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The Domino Security Model

* Physical Access

* Server Access

* Database Access Database Access

* Document Access

Document Access

* Field Level Access
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SERVER LEVEL SECURITY
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THE SERVER ENVIRONMENT
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Critical Items

Physical access
Network file system access
Software maintenance

Disaster recovery
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User Management Processes

* Are these processes documented?
- New User Process
- Lost Password Process
- User Terminations

- Mail Retention

* Are the processes followed?

* Do they meet their requirements?

- Avoid delays in this process
- Lag time in terminations is a key weakness

* Are Terminations tied in some way to the HR department?
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Reliability is Security

Denial of Service is the most common threat

- Itis also the easiest hostile action to take, in most cases
Service Levels can be Mission Critical

- Financial Institutions the week before taxes are due

- Decision Support Systems

- Sales People and their Email
Does a response plan exist?

- Has it been tested?

If the whole system fails — what will the result be?
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Physical & Network Security

* Who accesses the hardware routinely?

* Who else can gain access to the hardware?
- Including swapped RAID drives & Backup

* Support Facilities Security
- Redundant Power
- Redundant Cooling
- Fire, Flood, Storm, and other Natural Events
- Building Lock-Out Issues
- Live Hot-Site Requirements
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Operating System Security

Who manages the network level access?
Are the database files stored with local encryption?

Who manages the operating system?
Patches & Updates
Anti-Virus

- Backup Software

Operating System network firewall
Domino Software Installation

Is Remote Access software used?
- VNC, Remote Desktop, Terminal Services, etc.

What other OS level services are enabled?
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Backups & Data Security Enterprise Integration

* Is the backup & restore process documented? * Key vector for credential spoofing or theft
- Has it been recently tested? « Common Integration Paths
- End User Desktop Single Sign-on
* Is the backup software certified for use on a Domino Server? - Back end RDBMS, ERPS, & CRM
- Have you checked the version? * User Credential Pass-Through

* Batch Data Transfer

* Each case is unique — look for exploitation paths
- Access to stored credentials

* Is the backup data encrypted?

- Who has the decryption keys?
- Network intercept of tokens or credentials

- Source Data poisoning
* SQL Injection Matters Here

- While Domino itself tends to be fairly resistant to sql injection, it can be
used to pass data to other systems which are more vulnerable

* Is the backup data kept off-site?
- Who has access to it?
- How long does it take to retrieve it?
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The Internet Sites View

* Load Internet Configurations from Sever\Internet Sites View

SERVER DOCUMENT SETT'NGS * Many key security features configured Here

* Older servers may not have this value saved!

Server

Basics | Securiy | Pors...| SeverTasks.. | 1

Server name:
Senver title:
Domain name:

Fully qualified Intsmet
host name:

5 5 5 2
[N

Cluster name:

Load Internet “Enabled =]
configurations from
Senerilnternet Sites
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Enforce Server Access Settings

* Very well hidden — but very important

Server

Basics | Securit | Ports...| Sewer Tasks... | Intemet Protocols... | MTAs...| Mi

Notes Network Ports | Internet Pors... | Proxies |

Web | Directory | Mail | DIOP | Remote Debug Manager | Server Gontroller |

TCPIIP port number: T80,
TCPIP port status: " Enabled 1=l
Enforce serveraccess I =
seftings:
Authentication options:
Name & password: “Yes ;¥
Anonymous: "Yes ;¥
SSL port number: T443
SSL port status: " Disabled..=
Authentication options:
Client certificate: "Noy=1
Name & password: "Yes. =l
Anonymous: "Yes 41
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Internet Authentication

With

* With

* Fewer Names with Higher Security

H H Internet authentication: " Fewer name variations with higher security , =]
This setting a

Full Hiearchical Name
Common Name

User Name Field Aliases
Internet Address

LDAP UID (if LDAP is in use)
the lower security setting
All of the above

Last Name Only

First Name Only

Short Name

Soundex Value!
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WEBSITE CONFIGURATION
DOCUMENT SETTINGS
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Do not use a “Default Site” — Specify by name

* If you use a default site, it will get used accidentally in the case of a
misconfiguration

Web Site n64test.thenorth.com y

uration | Domino Web Engine | Security | Gomments | Administration |

” nB4testthenorth.com
thenorth ;

Descriptive name for this site:
Organization:

Use this web site to handle requests which  C Yes @ No.

cannot be mapped to any other Note: only one web site should have this optien set
web sites: toYes

Host names or addresses mapped to this  *

site:

Domino servers that host this site: =
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Do not use a “*” for servers that host — specify by name

* Same Reason --

* If you use a default site, it will get used accidentally in the case of a
misconfiguration — possibly on servers you don’t expect

Web Site né4test thenorth.com

Basics | Configuration | Domino Web Engine | Securit | Comments | Administration

Descriptive name for this site: ¥ n6dtestthenorth.com ;

Organization: " thenorth ;

this web site to handle requests which  © Yes @& No

cannot iapped to any other Note: only one web site should have this option set
web sites: foYes

Host names or addrs pedtothis
site:

Domine servers that host this site: ot |
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Use IP addresses wherever possible to identify the server

* To use SSL you must either use an IP address or make this the
default and only internet site document

* If you use IP addresses, you can associate a different SSL keyring
with each internet site on the same server

Web Site n64test.thenorth.com ‘"g—

Basics | Configuration | Domin Web Engine | Security | Comments | Administration |

me for this site: " nBdtestthenorth.com
“thenorth s
uests which ¢ Yes & No
Note: anly one web site should have this option set
toYes
Host names or addresses mapped to this ~ 192168201105
site:
Domino servers that host this site 7 NCT_W64_TESTithenorth =1

Descripth
Organization:

Use this web site to han:
cannot be mapped to any othe
web sites:
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Turn off Allowed Methods for “Options” and “Trace”

* These settings are not used by most web applications

* Unless you have a specific reason to use these, disable them

- There is no point in giving hackers more information

Methods:
W GET /¥ OPTIONS'Y DELETE
W HEAD \ ¥ TRACE J PATCH
¥ poST

WebDAV: I~ Enable
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Session Authentication

* You should pretty much always use Session Based Authentication

- You can exclude certain addresses if need be

* Traveler i select Keywords | D | =5
. Web Serv'ces Session authentication: o T Heywmbs =

Web S50 Configuration: " LtpaToken2 ;]
Force login on SSL: No=1

Single Server
Disabled

SAML
‘

* Single Server
- Atoken will automatically be created and used
* Multiple Servers

- You must specify an LTPA Token
» We'll walk through creating one in a few pages

* SAML
- A giant Single Sign On standard now supported by Domino
* Come see my presentation about this on Wednesday
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Redirect TCP to SSL

Web Site n64test.thenorth.com

Basics | Configuration | Domino Wb Engine | Security | Comments | Administration |

Anonymous:
Name & password
Redirect TCP to 5L

Anomymous:
Name & password:

Client certificate:

* Even if you allow unencrypted access to your pages you should
never allow credentials to be passed in the clear

@ Yes C No
@ Yes C No
© Yes @ No
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Disable Old SSL Ciphers

* These are out of date and almost no browser still needs them
* Is this a huge security threat?

- No.

* Will you get an entry on some security reviewer’s checklist?

- Yes.

SSL Cipher Settings Q| =)
Choose the SSL Cipher Seings you wish to allow:
oK
I AES encryption with 128-bit key and SHA-1 MAC
Cancel
I AES encryption with 256-bit key and SHA-1 MAG

izl tionauith 128-hit ks

L MDS MAC,

IV R4 encryption with 128-bit key and SHA-1 MAC
[V Triple DES encryption with 168-bit key and SHA-1 MA

been tampered with

™ RC4 encryption with 40-bit key and MD5 MAC
I™ No encryption with MDS MAG
I™ No encryption with SHA-1 MAC

NOTE: These only applyto SSLv3. (You cannot adjust the SSLv2 ciphers )
AMAC is a Message Authentication Code which assures that a message has not
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SETTING UP AN LTPA TOKEN
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Creating the LTPA Token

In the Internet Sites View

©cresteeb 350 congurten | |

Make sure the DNS Domain matches
your website

Mapping names in the token will
allow the token credentials to work
even if the user has no person
document on one of the servers

Require SSL to prevent MiM attacks
that steal tokens
- E.g. “Firesheep”
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Web S50 Configuration for :

Basics | Comments | Adminietration |

Configuration Name: " MyLtpaTokenName s
Organization “thenorth

DNS Domain: “thenorth.com

Map namesin LTPA " Enabled ;=1
toksns:

Require SSL protscted " Enabled =1
communication (HTTPS)

Restrict use ofthe SS0 " Disabled 11

token to HTTPIHTTPS:

Domino Server Names: * NCT1ithenorth,
NCT_Wb4_TESThhenorth =

Windows single sign-on " Disabled =1
integration (if available}
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Before you save, click “keys” to generate the token ‘

* The Domino Server Names you
list must be in the Directory
when you create or save this
document

- Their Public Key is used to
encrypt the LTPA Token
Credentials.

* To share an LTPA token with
servers in another Domino
Domain:

- Copy that server’s document
into your directory and set it to

your domain while you create
and save the token

- Copy the created token to the
other server’s directory
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(@ saveaciosel| (£ keys.. | (X Cancel

Web SSO Configuration for : ﬁﬁ\'

Basics | Comments | Administration |

Configuration Name: " LipaToken

Organization: “ thenorth s
DNS Domain. * thenorth.com
Map names inLTPA " Enabled.ii=l
tokens:

Requirs SSL protectsd " Enabled =1
communication (HTTPS).

Restrictuse of the SSO " Disabled %1
token to HTTPHTTPS:

Domine Server Names: * NCT#henorth, nct2/thenarth,
netbithenorth, NCT_WE4_TESTithenorth
P

Windows single sign-on  Disabled =1

integratien (if available):
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SETTING UP SSL KEYRINGS
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Create A Cert Admin Database

* The template is on your server

* Click the advanced templates
button

AdminCamp 2013

B Application M B | - RN
Specify New Application Name and Location
Server - oK
Fie name o
Encryption.

7] Create fll text indexcfor searching |
Specily Template for New Application
Server -

B RS Feed Generator I

R Search Ste (8.5)

25 Server Cediicate Admin

|8 server Web Mavigator (R5)
Templste | BB Smart Upgrade Kis (9)
I8 Subscriptions (5}
B TeamRoom (&) il
|8 TeamRoom (9) =
B User Registration Queue {E) ad

Fle game  csy50nif fbout I

‘Show advanced templates

[¥] inhert future design changes
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Open the Database

* See the Nice Menu

dammino

Server Certificate
Administration

cate
Rings &
e

View & Edit
Key Rings

T —
Certificate Request
Log

=

=

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

4 Install Certificate Into Key Ring

Create Key Ring with Seli-Certified Certificate.

AdminCamp 2013
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Create A Key Ring

* This file, and its sibling will be
copied to your Domino server

Creale Key Ring

when you’re done. Use a good
password —you won’t have to
enter it when you restart

Domino.

The entries in these fields are
picky. Make sure to read the
help line as you're entering the
information
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Hooray! You have a keyring!

Key Ring Created
Your key ring has been created.

Key ring file name:
CilnotesidatalNCTkeyfile.kyr

request

The following Distinguished Name will be used for all
certificates created for this key ring:

Common name: wor thenorth.com
Organization Northern Collaborative Technologies
Organizational unit  Production
City: Cumberland
State: Maine
Country: Us
Next Step:

“You can now add certficates to your keyring. Choose "Create
Cerfificate Request” from the main menu to generate a certificate.

AdminCamp 2013
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Back to the Menu

* Now Create A Certificate Request

dammino

Server Certificate
Administration

2. Create Certificate Request

S g
+' KeyHings &
e 3. Install Trusted Root Certificate into Key Ring
View & Edit

Key Rings 4. Install Cartificats Into Key Ring

e —
Cerfificate Request
Log

You can alsa qu
= with 2 seif.cert

e Create Key Ring with Self-Certified Certificate
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Creating A Certificate Request ‘

* Make sure to log the request,
so you can get back to it if
you need a new copy of the
request key.

* You almost always will be
pasting this value into the
CA’s website
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Create Server Certificate Request

icate is required for the public key in the key ring you created. To obtain a certficate, you create a
ste request. and provide itto a Certficate Authority for signing. Use this form to create the
cerficate request.

Note: Before proceed ng you should read the documentation provided by the Certficate Authority you
are using to see how they require the certficate request to be delivered.

| QuickHelp

Specify the key ring file
Note: The key ring
contains the Distinguished
Name information that will
beincluded in the
cetficate request.

notesidatalNCTkeyfle.kyr 1

- Ring
Name

| conin iest Infor |

Log Certicate " Yesai=l Log certiicate requests for

Request future reference.
Note: Choose “View
Cerificate Request Log in
the main menu page to se=
2 lsting of all logged

i
Method & Zaste into form on CA's site

€ Sendto CAby e-mail

e Paste” method
mended fitis
supported by the Cerificate.
Authority you are using

Create Certficate Request
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Copy Your Certificate Request

You want the whole text from
“Begin” to “End” including
those lines

If you click ok and need to get
this back, its in the log steemenis

Certificate Request Created a

Your certificate request has been created.
Ihe istinguished Name in this cerliicate request

Technslogies

<h.com

Below is your certificate request in PKCS format. Copy the
R e T D
and pressing

m WLIZTEDEEG

document

Next Step:

Py choose J
from the main menu of the Certficale Auhority Wes site o submilthe request.

Here’s the Log Entry ‘

AdminCamp 2013
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pboa
Date & Time 03/03/2008 12.00:00 AM
Created
Key Ring Cinotes'datalNCTkeyfile Jyr
Distinguished  SubjectCountry: US
Name SubjectState: Maine

SubjectCity: Cumberland
SubjectOrg: Northern Callaborative Technologies
SubjectOrgUnit: Production
SubjectCommonhame: www.thenorth.com

VHYHLuZTET
95BCFiD3 The
e L
EBBQANGYOA
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Now Go to the Certificate Authority

Each CA will have their own byzantine
process by which you must submit
the certificate request.

Most will need to verify you are who
say you are.

This is a tricky step, and you have to
deal with poorly designed CA web
sites.

GoDaddy, Verisign, and InstantSSL are
three of many CA’s to pick from.
- llike to use “namecheap.com”

When you have generated your CSR, cut and paste the content
into the box balow.

Click here for CSR-generatien instructions for all supparted server
software

CSR: View Sample CSR

[A1UEBIMKQEVEYmVy BGFUZDESMCOGALUECR MITmSydGh &

[25BUZWiobm3sb2dnZXMxEzAR B NVBASTCIE 2R LY 3RL
10aC: YKoz ADg

lt/=SFalaz7d
[40RLay/ BMP3INUS 1 0Hg 129 cveeOUmHbS/ObZYHL=FIBA
=GqzH P HIICIDXDOSq2 )W WGGOIDV3qySAGMBARGY A
[AAOBGQBA/CUR7cGO+ L TT<AR RBhESdBVT 3ipvkiagalUADE
l4A813GugejeeH3, OGKASIQOBIETPEIPh/ Bt adTh)

M1 ke 7= Bers 0psXiICrP/CAJ1 018 OrlejFnzHez!
ND NEW CERTIFLCATE REQUEST———

3
Please select your server software from the drop-down list
below.

har B

[ 1 warrant and represent that| am the registrant, or an

authorized representative of the registrant, for the domain name:
associated with this cerfificate request.

Get the Certificate From The CA ‘

CANCEL | CONTINUE
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* The CA will have a strange and

painful process to giVe you the Fle Actions Wew Jobs Options Help:
e 5 G =
certificate. W @ E D e

Open  Favorites  Add Extract  Encrypt view

a oTA

Hame [ Type
B thenorth.com.crt Security Certficate

In this case, when | finally got
it, it is in a certificate file.

File Edit Format Yiew Help
|—BEGIN CERTIFICATE—ZMIESzCCASugAwIBAgIDQ5QXMAOGC Sgf
UzEQMA4GATUECBMHQXpem SuY TETMBEGATUEBXMKU2NvdHRz
7XMuZ29kYWRke S5b20vemVwb3Npd G 9ye TEWMCAGA 1TUEAXMnR28g|
[FwOwODAZMDMyMThxMzdaF wOwOTAzMDMyMThxMzdaMFkxGTAXBgh
IMBc GATUEAXMQd3d3LnReZW5vcnRoLmivb TCBnzANBgkghkiGw0B,
[FzAITmTbLUMK1XPJREtrl_fww/f01RLXQeAln1y/N45SY dtl 85tigcvMUjwC.
wQCMAAWCWYDVROPBAQD.

| just open that file in
NOTEPAD and copy the text.

cDovi_ 2NIcnRpZmljYXRIcy5nb2RhZ GR5LmNvbS Sy ZXBve210b3J5MHBGCC
[KwYBBQUHMAKGPmhOdHAGL y9jZXJ0aWZpY2F0ZXMuZ29k Y WRke S5j|
[QHiIJoK2SczAfBgNVHSMEGDAWGBTIrGE yk2xF 1ul uhV+auud 2mWiM5|
[BQADggEBAHZSS| 2rz25p8A46n71 gNaKMNIATUL GBKMX46/qN66L d6dal
WnXP 9ki7R 54 xoxn 1iyrcUksRDXHswirUTNy/ly 1 GeEYPgQPH
IF2U/004VJITHRIMBxjUtaWI0CITeefF OmBQjt 1dnwh0ger Ywk91CF 0y X8H

Most CA’s will let you just get
the certificate as text.
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Back to the Database

* You may have to select “View & Edit Key Rings” to open yours
before you can proceed

darn/no

Server Certificate & Centifica
Administration KeyPair
Certification Authorities
Verisign Intermediate CA
Create
Key Rings & Thawte Server Basic

Certificates. Verisign/RSA Secure Sel
Entrust WAP CA
wm Entrust SSL CA
Entrust GSSL CA

Entrict Rinkal Cliant ~2
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Back To The Menu

* Install Certificate Into Key Ring

damino
p Click on the steps below {o create an SSL key ring and
Server Certificate populate it with certificates.

Administration 9. Create Key Ring,

Create 2 Create Cartificate Reausst
lings &
G
3. Install Trusted Roat Certificate into Key fing
View & Edit
Key Rings A Install Certiicate Inta Key Ring

N ae——
Certificate Request
Log

You can alsa quickly create a
= with a self.certified ce

Create Key Ring, with Self-Centified Certificate.

e fo

festing purposes.
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Install the Certificate

Install Certificate into Key Ring

The Certificate Authority will notify when your signed esrtficate is ready. The specifics depend on the Certificate
Authority, but ypically you will receive an e-mail specifying a URL where you can pick up the cerificate. Once you
have obtained the signed eerificate, this form lets you install it into your key ring. Note: Before installing this
certfieate. it is recommended that you install the certfieate of the signing Certficate Authority in your key ring as a
Trusted Root. Ifyou haven't already done so, choose “Accept This Authority In Your Server” from the main menu of
the Gerlficate Authority Web site to obtain the CA certificate

ormat Quick Help
Key Ring File T CiAnotes\dataiNCTkeyfile kyr 5 Specify the key ring file.
Name
Certificate Source 7 File The source of the certificate
0 Ciboard can be from a file or from

the clipboard.

Certificate from

Clipbeard:

F_—-——BEGIN CERTIFICAIE
da9y ZF3pbnRlenl1ZGlh
QH1J0K25c2ATBONVHSMEGDANGBT 9 rGEY k2K 1uL M5 ZAp
T3AgghB3d3cudGh1bmIyaGy Pub3J0aC5 b2 0WDQ¥ JKeZIRVCHAGEE
BQADgQEBRHZ3SL2rz2 46/ qu661 arl

Paste the clipboard

U 37 0MBOGALUADGOREESE /EDRS e

fCgRV715D
E

hrHEPOp4ERTTbLBpB6BhAZ EUW

UTHy/ Ty1GeEYPGQERTUNI TkkO

nS01+KEVIZ
2.4

vl
U/004VJITHR mBxIUTal

£FOMBQI t1drxJn0qeFYwka1C]

AQp4ggBHpN +weTEIG3R0IXy20tTbE~
—~END CERTIFICATE-----4
=S
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You May Need A “Trusted Root”

* You’ll get this from your CA Provider

* The Trusted Root is proof to that the actual certificate you have
was issued by someone trustworthy even though they’re not the

top level certifier.

Unrecognized Certificate Authority signature. &

The server certificate cannot be installed in your server key ring because
the signature s from a CA that s notlisted as a Trusted Root. This is dus to
ane of the following:

1. Acetificats for the signing CA is not presentin your server key ring,

2 Aceriifcats for the signing CA s presentin your server key ring, butit

is not marked as a Trusted Root

You can install the server certificate anyway. of you can exitfor now to install
the CA certficate in your server key ring and markit as a Trusted Root

Click OK to install the server certificate anyway.
Click Cancel to exit.
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Install The Trusted Root Certificate

* Back to the CA who will give
you a lengthy set of
instructions to download their
trusted root certificate.
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You Can Also Install From .CRT Files ‘

Install Trusted Root Certificate

Use this form o install the C: a intothe ou hav
ted Root certficate by choosin s Authority In Your Sever
site. Note: This step e Cer uthority Trusted

< signed by this Certficate

ion_ Quick Help
¥ CinotesidatalNCTkeyfileyr Speciy the key ring fle.

KeyRing File

Cericate Label  * Go Daddy Class 2 Intermediate 1 The identfier you'll see for
this certificate when you
choose View & Edit Key
Ring’ from the main menu

Certiicate Source @ File. The source of he cerficate
& Clipboard canbe from a file or from
the clipboard.
File Name 7 cltemplgd_intermediate it 1 The name of the file

containing the CAs Trusted
Root certficate.

File Format & Base 64 encoding Base 64 encoding is most
€ Birary e format common. Binary formatis

used by some CA's (e.
CAs based on the Microsoft

Ca Serer)
Merge Trusted Root Certicate into Key Ring
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Finally — You’re All Done

* If you had to install trusted root certificates, you may not see this
OK screen unless you re-install your actual certificate at the end.

* Itis ok to re-install your certificate if you want to be sure

Certificate received into key ring

The certificate has been merged into your key ring.
Next Step:

You are now ready to enable SSL on your sever. See "Lotus

Domino Administrator Help® for more infermation about sating

up your Server to use SSL.

AdminCamp 2013 Notes & Domino - Das Tool der Zukunft, seit 25 Jahren

What Do You Do Now?

* Copy your .KYR file and another file with the same first name by
the extension .STH which you’ll find in the same directory — over to
your Domino Data directory

Ekevﬁ\z e 3466 KRFle i

keyfle.sth 1K STHFile 1)1

124 PM
2005 3:51 PM

* Remember, in Linux, to set its Owner and Group to ‘notes’ and its
permissions to 644 so that the server can read it properly
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And Finally...

* Reference the .KYR file (Key
Ring) in your Internet Sites
document for the HTTP site
you're setting up!

* You have to restart the http
task for this to take effect.

Basics | Configuration | Domino Web Engine | Security | Comments | Administration |

AdminCamp 2013

Anonymous @ Yes 0 No
Name & password @ Yes 0 No
Redirect TGP to SSL: € Yes @ No
Anonymous @ Yes 0 No
Name & password @ Yes 0 No
Client certificate: € Yes @ No
ey fiteTramT sskeyfile o

Protoeol version: Negotiated

Accept SSLsite certificates: 0 Yes & No

Accept expired SSL & Yes € No
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WEB SITE RULES

the action button.

These are RESPONSE documents to the website document.

Your best bet is to create them from the open website document using

AdminCamp 2013

(Dediwebsite |@Dweb Site.. = (%) Cancal
Create Rule LE
Web Site ' create File Protection %
e Create Authentication Reslm
[Basics] 1 Engine | Securny | Lomments | |
Deseriptive name for this site: Primary
Oraanization: thenorth
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File Protection Rules

directory

Description:
Directory or ile path

list

* These allow you to set ACLs on file folders in the Domino HTML

Web Site File Protection

fBasicsl| Comments | Administation |

¥ dominohtml 4

Current access control  -Default- (GET)

Andrew Pollackithenorth (POST and GET)

Set/Modify Access Control List

AdminCamp 2013
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Directory Rules

* You can serve content from elsewhere on the server

Web Site Rule

Basics | Comments | Administration

Description

Type of rule:

Incoming URL pattern: " /somedirestony”
Target server directory:  * FSomelserFiles\OldWebsitel s

Access level

" Directory Rule to old HTML websitel ;
" Direstory 71

& Read (" Execute

AdminCamp 2013
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Redirection/Substitution Rules

 Substitution rules are invisible to the user web site Rule

- The user sees: Basics]| Comments | Administration
http://2sig.com/nws/alert1145.html
Deseription NS ALERTS
Type of rule: “Substitution

Incoming URL pattern: Jmwsi®
Replacement patien:  Inwsalerts nsfAlerisByUniqueKey”

* Redirection Rules Refresh The Page

Basics | Comments | Administration |

Deseription: Pl

Type of rule: " Redirection %]

Incoming URL pattern: " /Members

Redirect to this URL: i I i ‘ a2
Send 301 Redirect I~ Yes

- The user sees the full, longer URL
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HTTP Response Headers

* This is useful for controlling cache headers
- I tend to set long cache timeouts on files that don’t change

* For example, scripts that are “stable” and won’t change goin a
filetree.nsf database and are set to 30 days cache.

Basics!| Comments | Administration |

Rule (headers): * exe* 200:206
Rule (headers): * fiv° 200:206 Description: Cache JPG

Rule (headers): * gif* 200,206 Type of rule: HTTP response headers.
Rule (headers): *ipg* 200:206
Rule (headers): * mov* 200:206
Rule (headers): " mp3* 200.206
Rule (headers): *mpg” 200:206

Incoming URL pattem: _ffiletree.nsir*
HTTP response codes: 200, 206
© Don'tadd header

Expires header:
e e € Add header only if application did not
Rule (headere): * nsf 200,208 & Always add header (override application’s header)
Rule (headers): * png* 200,206
Rule (headers): * zip" 200,206 & Specify as number of days
T ———— T © Specify as date.
Expires after 30 days
Custom headers: Name: Value: [ Override
Name: Value: I Overrids
Name: Value: [~ Override
AdminCamp 2013 Notes & Domino - Das Tool der Zukunft, seit 25 Jahren

Override Session Authentication

* For specific services like traveler or custom web services
- Allows you to use Session Based Authentication on your site
- Uses standard authentication on just these locations

Web Site Rule
Basics | Comments | Administration

Description

Type of rule: Override Session Authentication
Incoming URL pattern:  [sscomms.nsf*
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SSO CONCERNS

AdminCamp 2013 Notes & Domino - Das Tool der Zukunft, seit 25 Jahren




How much do you trust the credential provider?

* Users will still expect common services

- You may no longer be managing a users credentials but your users will
still expect some things to work well

* How can user access be revoked?
If a “Problem” user is accessing your system but authenticating
somewhere else, can you lock them out?
* Can you block certain user login ids from being passed from the
provider?
* Are you hack resistant?
- Can the authentication provider be spoofed
- Can the credential data being passed to you be altered?

- Does your site expose data from the credential provider that can be used
to access other sites?

* Authentication is not Authorization
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OTHER SERVER ADMININSTRATION
SECURITY ISSUES

AdminCamp 2013
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USE the IDVAULT and Keep Passwords in Sync

It’s easy.

Search for Gabriella Davis’s Presentations
on How to set it up and get working on it.
This one is low risk, high reward.
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Keep Your Sever Up To Date

* There are script kits available for download pretty easily that
automate exploiting security holes.

* | have watched menu driven tools identify server versions, offer a
choice of exploits and payloads, and give almost instant command
prompt access to DOMINO servers only one revision behind.

AdminCamp 2013
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Consider a Reverse Proxy

* IBM HTTP Server (IHS) can now run on the same computer as a
Domino server and supports Transport Layer Security (TLS)

- Domino has the option of running the IBM HTTP Server on the same
computer as a Domino HTTP server; the purpose of this enhancement is
to support the Transport Layer Security (TLS) protocol.

- Note: This IHS server module is supported only on Windows™.

* A linux box runing Apache can also be used as a reverse proxy

AdminCamp 2013
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SOME INI PARAMETERS

AdminCamp 2013
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Remove Server Header Details

Or....you can get jiggy with it....

* There is no value in advertising to hackers what you’re running
- INI Setting HTTPDisableServerHeader=1
* Before

¥ Response Headers  view source
Cache-control: private
Content-Length: 489
Content-Type: inage/gif

19 Sep 2013 19:57:26 GMT

Last-Modified: Thu, 19 Sep 2813 @7:09:14 GMT
Server: Lotus-Domino g

o After

¥ Response Headers  view source
Accept-Ranges: bytes
Content-Length: 45
Content-Type: inage/gif
Date: Thu, 19 Sep 2013 20:01:03 GHT
Last-Modified: Wed, 18 Nou 1998 21:12:82 GMT

* There Are Script Toolkits Which Automate Attacks Using This

. INI Setting HTTPDisableServerHeader=0

. + Site Rule

¥ Response Headers  view source
Cache-control: no-cache
Connection: close
Content-Length: 15398
Content-Type: text/html; charset=US-ASCII
Date: Tue, 24 Sep 2013 ©8:31:83 GMT
Example: Found
d, 25 Sep 2813 23:59:59 GMT
Tue, 24 Sep 2013 08:31:01 GMT
Server: Andrews-Super-Server

Type of rule:
Incoming URL patierm:
HTTP response codes:

Expires header

Custom headers:

" HTTP responss headsrs =1

.,

200,206 5

 Don'tadd header

' Add header only if application did not

& Aways add header (override application’s header)

@ Specify as number of days
© Specify as date

Expires after 1, days

Name: Server; Value: " Andrews-Super-Senver;, W Override

. WARNING: This isn’t as safe

. At least make sure you include ALL of the response codes!
. http://en.wikipedia.org/wiki/List of HTTP status codes

AdminCamp 2013
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DominoNoBanner=1 A Couple of other new ones in Domino 9

* Default in newer versions is 1 but check

* iNotes_WA_CalViewShowPrivateEntry
* When set: DominoNoBanner=0

- Fixes a problem where Private All Day events and Anniversaries which

) : were marked Private, are visible to a delegated user. New notes.in: ...

Headers Preview | Response | Cookies Timing

<itn>

<l-- Lotus-Domino (Release 8.5.3FP3 - November 15, 2612 on Linux for Intel) -->

TR TP EQUIV="ContentType® CONTENT="ext /henl; charset-US ASCTI®> * QUOTE_LTPA_COOKIE=1

- Added a notes.ini, QUOTE_LTPA_COOKIE, which places quotes around the
* When set: DominoNoBanner=1 value of the cookie. This makes the LTPA cookie compliant with RFC 2109
and RFC...

Headers Preview | Response | Cookies Timing

<him>

TS HIT-cqUryContant-Type- coMTENT="texe /ntms; charsecays-ASCIT * DominoValidateRedirectTo=1

Cmitn names vard Sus 1 ® fomt AE =" | OnKET ISP A0 AYaYa17KO7 UOR 1 Hs ARV RSDRITARS 1>

- Addresses an exploit related to hacking the “redirectto” parameter in the
login process. This looks ugly.

AdminCamp 2013
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Antivirus Software

* Non-Domino Aware

- Can stop your server being corrupted if an exploit does get it
- Products like Norton 360 no longer rely on virus definitions

- They watch for any executable that tries to run that isn’t already known APPLICATION LEVEL SECU RITY
- Make sure you EXCLUDE the Domino Data directory
- Set Domino to use it’s own “Temp” location

- Exclude that “temp” location from the antivirus scan
* Domino Aware

- Useful particularly if you accept files and attachments
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DATABASE PROPERTIES

AdminCamp 2013
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Require SSL Connection

» Will force browser access only
with an HTTPS connection even
if the website allows clear text
access.

AdminCamp 2013

_Datobase o =7 X
Slilalelslalal]
RLCRSS Interaciive]

Server  ssBAhenorth
Fiename  ssinteractive ns
Type  Standard -

Archive Seffings. Encrypiion Sefings.
ettings
Replcation Seftings...  Replication History.

¥ Use JavaSciipt when generating pages
Wep . Requie SSL connection
Access  Dontalow URL open
Enable enhanced HTML generation

Disable background agents for his detabase
¥ Hlow use of stored forms in this dafabase

Display images after loading

Alow document locking

Allow cannections to extemal databases using DCRs

Inhert operating system theme from Notes preferences
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Don’t Allow URL Open

* Excludes the entire database
from being accessed by the
HTTP task.

AdminCamp 2013

_Datobase o =7 X
Slilalelslalal]
RLCRSS Interaciive]

Server  ssBAhenorth
Fiename  ssinteractive ns
Type  Standard -

Archive Seffings. Encrypiion Sefings.
Seftings
Replcation Seftings...  Replication History.

¥ Use JavaSciipt when generating pages
e Requie SSL connection
Access ~» Dontalow URL open
Enable enhanced HTML generation

Disable background agents for his detabase
¥ Hlow use of stored forms in this dafabase
Display images after loading
Alow document locking
Allow cannections to extemal databases using DCRs
Inhert operating system theme from Notes preferences
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Allow Domino Data Service

* NEW!

* Enables a JSON APl access to
documents that can be used to
expose fields and values on
documents you may not want

AdminCamp 2013

Dagbase OF B S
Slilalelsla izl
Unread Mark Options

Dont maintain unread marks
Replicate unread marks
® Never Clustered servers only Al servers

Advanced Options
Optinize document table map
Dont overwite free space
Maintain LastAccessed propery.
Disable transaction logaing
Dontt support spacialzed response hisrarchy
Use LZ1 compression for attachments

Dont: alow headine montoring
Alow more fields in daiabase

Support Response Thread History

Dont allow simple search

Compress database design

Compress document data

Disable automatic updating of views

Disable export of view data

Alow soft deletions

emanenly delete documents afler 43 | hours

< in SUpdatedBy fields 0

Tt erties In SHevSors felgs 0
Alow Domino Data Service  Never -
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DATABASE ACL SECURITY SETTINGS

AdminCamp 2013
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Anonymous vs. Default ACL

* If a user is authenticated but
not specifically listed in the ACL
orin agroup in the ACL they
get DEFAULT access

If a user is NOT authenticated
they get “anonymous” access

If you do not have an entry for
“anonymous” then
unauthenticated users get
DEFAULT access

AdminCamp 2013

Access Control List

& Andrew Pollack Ahenotth

anonymous
[ LocalDomainServers
I OtherDomeinServers
& ss2thenorth

Add Fename Remoye
Effective Access.
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Assign “User Type”

* The “User Type” prevents someone from spoofing a person
document with the name of a server and getting too much access

* Other ways to exploit this include SSO solutions

Access Control List Atribuics
People, Servers, Groups | Shaw Al =| Usertype [Se,w -]
Access | Manager >3

Defaut-
4 ﬁ:::,:jhdmhwm Create documents
[l LocalDomainServers Delete documents
[ OtherDomainServers Create privats agents

Createpasctfoldn e

AdminCamp 2013
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Read/Write Public Documents

Access Control List

* Forms and documents saved from those forms may be marked
“public access” to allow use by users who otherwise do not have
access to read or create in a database

Aitributes

People. Servers. Goups [ Show Al +] Wsertype [Unspeciied -

-Defaut-
& Andrew Polack Aheroth

[ LocaiDomainServers
[ OtherDomainServers
B ss2henoth

Bocess  [No Acoess -

Create documerts

Delete documents

Create private agents

Create personal folders Aviews
Create shared folders/views

Creale LousScript/lava agerts
=) Read public documents
Fepicaie or copy docments

AdminCamp 2013
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Maximum Internet Name and Password

* This is a great way to limit access with a browser even if you have
access as the designer or manager of a database.

- USING ENCRYPTED FIELDS

* If you do your managing from your Notes client but sometimes
access from the browser when on the road, this can save you a
nightmare if someone gets your session at the coffee shop
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Use Case : Order Form on My Website Create a “Shared Private” Key
Gir 1BM Notes |
. . File| View Create Tools Window Help
* The fields on this form are encrypted — .
. Open »
* The PUBLIC key is stored on the form . o
* The PRIVATE key does not exist on the server i ’
Preferences.. |
* Even if the server was stolen, the data could not accessed securty ’|§' D —
Close All o
Exit Switch User) oo Socutty Basics
Credit Card Information ;::::"’Zm e S o
Credit Card Type | notselected— [ é%mamm .:::MMC @m-c Moictle S | Type & | Comments &
Credit Card Number B Notes Data A iceest e Sl ki e
e
Expiration Date ponth: |~ not selected - [] Year: [~ not selected [+ ] E—%’—T’—
3 or 4 digit safety
number (if applicable)
[ tow Secmtfer... | [t Secre ... | Qe Acors..._~|
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Store the PUBLIC Key On The Form or Document

AdminCamp 2013

HilmlslmI=I& =]

Form > o= N

Defaut read access for documents created with this fom
v Alreaders and above
OtherDomainSenvers A
ss2/thenoth
anonymous

Who can create documerts with this form
v Al authors and above

GtherDomainSenvers - B
ss22henoth
anomymous b
Defat encryption keys
None

T2E b BE G Shared Gecl Kex,
Andrew's Secret
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A FINAL NOTE:
MAKE SECURITY A PRIORITY

AdminCamp 2013
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Enable Encryption for this Field or Document

Field x =T X
el = | a = e |
Help Description

Field Hint

Muit-Value Options

Document Q =X
Separate values when user erters  None v ilm|lmlis|=|z|

Display separaie values wih T

Securty Opiors v Allreaders and sbove
i CtherDomsinServers N
Horie i L NCT1 Ahenotth

S Lraled o savedinsedion. ] Swees o

Enable ancryoton fr s el |

Must have at least f BCCESS to use. Encryption Keys

Secret Encryption keys
L Anchew's Secret Key v
3

Fubic Encryption keys

AdminCamp 2013
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Don’t Make Security Choices On The Fly

- Requires all developers to understand all the options and implications
- Requires business content owners to pay for expense of implementation

- Results in a complete lack of standards for securing applications

AdminCamp 2013
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Create a Criteria for Evaluating Applications

- Based on content
o Employee Data
o Customer Data
o Competitive Secrets

- Based on purpose
o Decision Support Data
o Testing Results
o Regulatory Requirements
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Apply Security Standards Based on Ratings

* Rate application security requirements on your own scale
- Green / Yellow / Red / Infrared / Ultraviolet
- Public / Customer / Internal / Management / CEO / Burn Immediately
- Pick your own scale

* Match Security Choices to Applications

- Create a security requirements document for each level on your
application security scale

- Define which minimum security choices must be used for each level on
the scale and which may not

- Avoids conflicts at design time between developers and business units
where the cost of security is played off against the risk
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Now Go Forth and Be Secure

Ask Questions Now
Or Contact Me Later
andrewp@thenorth.com
http://www.thenorth.com
Twitter: @FirefighterGeek

AdminCamp 2013 Notes & Domino - Das Tool der Zukunft, seit 25 Jahren

25.09.2013

23



