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File name ISSLCEHTHEQ-[‘-JCT.[‘-JSF|

[ ok |
[T Create full text index for searching

Server NCT1./thenarth

=
Template | B Resource Ressrvations (7) ;I
m F55S Feed Generator
=

H Search Site (§)
Server Certificate Admin

bl

BB Server Web Mavigator (R5) ——
E Server.Flanner; Analyst ;I

File name IcswEE.rrl‘f

¥ Show advanced templates
¥ Inherit future design changes




Server Certificate
Administration

View & Edit
Key Rings

Click on the steps below to create an 55L key ring and
wapulate it with certificates.

1. Create Key Ring

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring

You can also quickly create a key ring
with a self-certified certificate for testing purposes

Create Key Ring with Self-Certified Certificate




ate Key Ring

; ; /0 The first step in setting up 35L on a =erver is to create the key ring.

When the key ring iz created, a public/private keypair iz automatically generated and stored in the key

% & - Quick Help

0 Key Ring File T NCTkeyfile.kyr 4 Specify the name and
O Mame: password for the key ring

Frxnsnrsssens | file.

" Key Ring

0 O Pass.wcrd: . Note: You'll be referring to
0 0 Confirm i the key ring infermation you
Password: enter here in subsequent

steps as you create and
install certificates into the

key ring.
]
Key Size: T1024 4= Key Size is the size of the
public/private key pair in

bits. The larger the key
size, the greater the
encryption strength.

Mote:This Edition of
Diomino provides the ability

0 to generate RSA keys at
0 both 1024 bits and 512 bits,
in accerdance with export
regulations worldwide.

Common Name: rv.rum.r.thencﬂh.ccmJ The Distinguished Name iz
Organization: " Northern Collaborative Technolegies the infermaticn about your
" Organizational l-F’rcclu:*tian (optional) Eile .tl.1al willlappesr n =y
Unit: certificates you create.
& City or Locality: " Cumberland  (optional) Note: Make sure the
State or Province: © Maine 4 (no abbreviations) Common Name matches

the URL of your site. Some
browsers check the
Cemmaoen Name and the
site URL, and de not allow
a connection if they don't
match.

Country: TS 4 (two character country code)




Key Ring Created

Your key ring has been created.

Key ning file name:
Cinotes\data\MCTkeyfile kyr

The following Distinguished Name will be used for all
certificates created for this key nng:

Common name: www thenorth.com
Crganization: Maorthern Collaborative Technologies
Crrganizational unit:  Production

City: Cumberland
State: Maine
Country: s

Mext Step:

You can now add cerificates to your key ring. Choose "Create
Certificate Request” from the main menu to generate a cerificate
request.




Server Certificate
Administration

View & Edit
Key Rings

Click on the steps below to create an 55L key ring and
wapulate it with certificates.

1. Create Key Ring

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring

You can also quickly create a key ring
with a self-certified certificate for testing purposes

Create Key Ring with Self-Certified Certificate




Create Server Certificate Request

; ; A certificate is required for the public key in the key ring you created. To obtain a certificate, you create a
cerificate request, and provide it to a Certificate Authority for signing. Use this form to create the
certificate request.

- Mote: EBefore proceeding you should read the documentation provided by the Certificate Authority you
are using to see how they require the certificate request to be delivered.
% Quick Help
Key Ring File J‘k::'-.m::tes'-.clEita'-.NCTke'_—,-'fiIe.lc_—,fu Specify the key ning file.
MName

Mote: The key ring
contains the Distinguished
Mame information that will
ke included in the
certificate request.

Log Certificate Tes =1 Log certificate requests for
Request future reference.

Note: Choose "View
Certificate Request Log™ in
the main menu page to see
a listing of all logged

requests.
Method ¥ Paste into form on CA's site Choose how to submit the
" " Send to CA by e-mail certificate request to the

Certificate Authority.

Mote: The "Faste™ method
is recommended if it is
supported by the Certificate
Authority you are using.

Create Certificate Request
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Certificate Request Created

Your certificate request has been created.

The Distinguished Name in this certificate request

[ R I T T )

Below is your certificate request in PKCS format. Copy the request to
the clipboard by selecting all the text, including the BEGIN and END
statements, and pressing CTRL+C.

Next Step:

After copying the request to the clipboard, choose "Request Server Certificate”
fram the main menu of the Certificate Autharity Web site to submit the request..




Certificate Request Log Entry

Certificate Clipboard

Request Type

Date & Time 03/03/2008 12:00:00 AM
Created

key Ring Clnotes\data\MCTkeyfile. kyr
Distinguished SubjectCountry: LIS

Mame SubjectState: Maine

SubjectCity: Cumberland

SubjectOrg: Marthern Collaborative Technologies
SubjectCrglinit: Production
SubjectCommonMame: wwnw thenorth.com

T T T o

VRQIEWVNYWLuZTET

————— Y CERTIFICATE REQUEST-----
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When you have generated your CSR, cut and paste the content
into the box below.

Click here for CER-generation instructions for all supported server 1
software.

CS5R: View Sample CSR
-'l.'_LIEE::{‘r1I-<ZQ3'-,"tV-|'|'-,"',-:EFuZEEE‘ﬂCcE-‘l.'_LIEC"u‘ﬂjT-ru'B'_.-dE"u;I
ZSBUZWNobmSsb2dpZXMxE=zARBgNVEASTCIBYyb2R1YZRE
dy50aGVub310aC5jbz0wgZ 8wl YIKoZ IhvcNAQEBEQAD D
t/sSFzlaZ7ckgDFh4Ks/TOgUgqqevbkGgtELVGES 59 nyuu<4F
z40R Lay/8MPZ9NUS10Hg]Z9cvzeOUMHBS/ ObZYHL=FIBL
02sGgzMPgHMNcljDXD0SqalWWEgtoIovV3qySAgMBAAGgR
AADBgQEMNCEURTcEO0+1ITxARRBhBEdEVT 3jpwkOgga U A
44813 GugojocH 3 pecfGjESgKAS SQOEjSTPpKPh/ 8t8idadTh,
ZTPsWMIkerZ +BcrAj7 SWOp9XilCrP/ CAjL0I90r5jFnzHazh
----- END MEW CERTIFICATE REQUEST-----

Please select your server software from the drop-down list
below.

IGthsr ;I

1 warrant and represent that | am the registrant, or an
authorized representative of the registrant, for the domain name
associated with this cerificate request.

CANCEL CONTINUE JI
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File Actions Yiew Jobs  Ophions  Help

wr Ly D ! f}j’ W ¢

Mew Cpen Favorites Add Extract Encrypt View Che
|_Mame | Type
BEvvww. thenorth.com.crt Security Certificate

B www.thenorth.com.crt - Notepad

File Edit Format Wiew Help

BEGIM CERTIFICATE—CMIIESzCCASugAwIBAgIDQSQAXMADGCSg
UzEQMAAGATUECEBMHOX JpemSuY TETMBEGATUEBxMKUZNwdHRZZ
ZXMuZ29YWRke S5b2MvemVwb3Npd GOye TEWMCAGATUEAXMnR28g
FwlwODAzZMDMyMTIxMzdaFwiwOTAZMDMyMTEaMzdaMFlodGTAXBgh
MBcGATUEAMQd3d3LnRoZWavenRoLmMvb TCBnzANBgkghkiGOwiBA
FzAITmTbLUMKAXPREtrLmw/fTRLX Qe Aln 1y MALSY ditL 85tigevMUjwC.
ggHAMAKGATUdEWQCMALAWCWYDVRIPBAQDAgWgMBOGA1UGJQQ

LmdvZ GFZHKWY 29t 3J1c Gz aXRvenkvZ 29k Y WREkeWWVAd GV uZ GVikaXM

Dovi2MlcnRpZmijY ¥Rlcy5nb2RhZGRELmMNvbS Sy Z{Bvc210b3J5MHBGC(
KwYBBQUHMAKGPmhOdHABLy 92X 0aWZpY 2F02MuZ29k Y WRke S5)
CHiJok2SczABgNVHSMEGDAWgBTIrGEyk2xF TuluhV+auudZmV\jM5
BQADggEBAHzsSL 2rz25p8A46nTLgNakKM9ATULGEKMXA6/gMNE6Ld6da

w+REPgDWnXP 3kl TR54:c0xn TiyreUksRDXHswirUTMy/ly1GeEYPgQPH
F2U/o04VJ THRIimBxjUtaWI0CITeefrfOmBQjt 1draJhlgeF Ywk91CF0
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Server Certificate
Administration

Create
Key Rings &
Certificates

%

Certificate Entry Label

KeyPair

Certification Authonties
Yerisign Intermediate CA
Thawte Server Basic
YVerisign/RSA Secure Ser
Entrust WAP CA
Entrust S5L CA
Entrust GSSL CA
FErtriict 2lakal Tliant T4




Server Certificate
Administration

View & Edit
Key Rings

Click on the steps below to create an 55L key ring and
iopulat it with rtificates.

1. Create Key Ring

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring

You can also quickly create a key ring
with a self-certified certificate for testing purposes

Create Key Ring with Self-Certified Certificate
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